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SEC. 2. DEFINITIONS.
In this Act:

(1) CONGRESSIONAL INTELLIGENCE COMMITTEES.—The term

“congressional intelligence committees” means—
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(A) the Select Committee on Intelligence of the Senate;
and
(B) the Permanent Select Committee on Intelligence
of the House of Representatives.
(2) INTELLIGENCE COMMUNITY.—The term “intelligence
community” has the meaning given that term in section 3(4)
of the National Security Act of 1947 (50 U.S.C. 401a(4)).

TITLE I—BUDGET AND PERSONNEL
AUTHORIZATIONS

SEC. 101. AUTHORIZATION OF APPROPRIATIONS.

For the purposes of section 504 of the National Security Act
of 1947 (50 U.S.C. 414), appropriated funds available to an intel-
ligence agency may be obligated or expended for an intelligence
or intelligence-related activity as appropriated for fiscal year 2010,
as modified by such reprogramming and transfers of funds author-
ized by and reported to the appropriate congressional committees.

SEC. 102. RESTRICTION ON CONDUCT OF INTELLIGENCE ACTIVITIES.

The authorization of appropriations by this Act shall not be
deemed to constitute authority for the conduct of any intelligence
activity that is not otherwise authorized by the Constitution or
the laws of the United States.

SEC. 103. BUDGETARY PROVISIONS.

The budgetary effects of this Act, for the purpose of complying
with the Statutory Pay-As-You-Go-Act of 2010, shall be determined
by reference to the latest statement titled “Budgetary Effects of
PAYGO Legislation” for this Act, submitted for printing in the
Congressional Record by the Chairman of the Senate Budget Com-
mittee, provided that such statement has been submitted prior
to the vote on passage.

TITLE II—CENTRAL INTELLIGENCE
AGENCY RETIREMENT AND DIS-
ABILITY SYSTEM

SEC. 201. TECHNICAL MODIFICATION TO MANDATORY RETIREMENT
PROVISION OF THE CENTRAL INTELLIGENCE AGENCY
RETIREMENT ACT.

Subparagraph (A) of section 235(b)(1) of the Central Intelligence
Agency Retirement Act (50 U.S.C. 2055(b)(1)) is amended by
striking “receiving compensation under the Senior Intelligence
Service pay schedule at the rate” and inserting “who is at the
Senior Intelligence Service rank”.
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TITLE III—GENERAL INTELLIGENCE
COMMUNITY MATTERS

Subtitle A—Personnel Matters

SEC. 301. INCREASE IN EMPLOYEE COMPENSATION AND BENEFITS
AUTHORIZED BY LAW.

Appropriations authorized by this Act for salary, pay, retire-
ment, and other benefits for Federal employees may be increased
by such additional or supplemental amounts as may be necessary
for increases in such compensation or benefits authorized by law.

SEC. 302. ENHANCED FLEXIBILITY IN NONREIMBURSABLE DETAILS
TO ELEMENTS OF THE INTELLIGENCE COMMUNITY.

(a) IN GENERAL.—Title I of the National Security Act of 1947
(50 U.S.C. 402 et seq.) is amended by inserting after section 113
the following new section:

“DETAIL OF OTHER PERSONNEL

“SEC. 113A. Except as provided in section 904(g)(2) of the
Counterintelligence Enhancement Act of 2002 (50 U.S.C. 402¢(g)(2))
and section 113 of this Act, and notwithstanding any other provision
of law, an officer or employee of the United States or member
of the Armed Forces may be detailed to the staff of an element
of the intelligence community funded through the National Intel-
ligence Program from another element of the intelligence community
or from another element of the United States Government on a
reimbursable or nonreimbursable basis, as jointly agreed to by
the head of the receiving element and the head of the detailing
element, for a period not to exceed 2 years.”.

(b) TABLE OF CONTENTS AMENDMENT.—The table of contents
in the first section of such Act is amended by inserting after
the item relating to section 113 the following new item:

“Sec. 113A. Detail of other personnel.”.
SEC. 303. PAY AUTHORITY FOR CRITICAL POSITIONS.

Section 102A of the National Security Act of 1947 (50 U.S.C.
403-1) is amended by adding at the end the following new sub-
section:

“(s) PAY AUTHORITY FOR CRITICAL POSITIONS.—(1) Notwith-
standing any pay limitation established under any other provision
of law applicable to employees in elements of the intelligence
community, the Director of National Intelligence may, in coordina-
tion with the Director of the Office of Personnel Management and
the Director of the Office of Management and Budget, grant
authority to the head of a department or agency to fix the rate
of basic pay for one or more positions within the intelligence commu-
nity at a rate in excess of any applicable limitation, subject to
the provisions of this subsection. The exercise of authority so
granted is at the discretion of the head of the department or
agency employing the individual in a position covered by such
authority, subject to the provisions of this subsection and any
conditions established by the Director of National Intelligence when
granting such authority.
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“(2) Authority under this subsection may be granted or exer-
cised only—

“(A) with respect to a position that requires an extremely
high level of expertise and is critical to successful accomplish-
ment of an important mission; and

“(B) to the extent necessary to recruit or retain an indi-
vidual exceptionally well qualified for the position.

“(3) The head of a department or agency may not fix a rate
of basic pay under this subsection at a rate greater than the
rate payable for level II of the Executive Schedule under section
5313 of title 5, United States Code, except upon written approval
of the Director of National Intelligence or as otherwise authorized
by law.

“(4) The head of a department or agency may not fix a rate
of basic pay under this subsection at a rate greater than the
rate payable for level I of the Executive Schedule under section
5312 of title 5, United States Code, except upon written approval
of the President in response to a request by the Director of National
Intelligence or as otherwise authorized by law.

“(5) Any grant of authority under this subsection for a position
shall terminate at the discretion of the Director of National Intel-
ligence.

“(6)(A) The Director of National Intelligence shall notify the
congressional intelligence committees not later than 30 days after
the date on which the Director grants authority to the head of
a department or agency under this subsection.

“(B) The head of a department or agency to which the Director
of National Intelligence grants authority under this subsection shall
notify the congressional intelligence committees and the Director
of the exercise of such authority not later than 30 days after
the date on which such head exercises such authority.”.

SEC. 304. AWARD OF RANK TO MEMBERS OF THE SENIOR NATIONAL
INTELLIGENCE SERVICE.

Section 102A of the National Security Act of 1947 (50 U.S.C.
403-1), as amended by section 303 of this Act, is further amended
by adding at the end the following new subsection:

“(t) AWARD OF RANK TO MEMBERS OF THE SENIOR NATIONAL
INTELLIGENCE SERVICE.—(1) The President, based on the rec-
ommendation of the Director of National Intelligence, may award
a rank to a member of the Senior National Intelligence Service
or other intelligence community senior civilian officer not already
covered by such a rank award program in the same manner in
which a career appointee of an agency may be awarded a rank
under section 4507 of title 5, United States Code.

“(2) The President may establish procedures to award a rank
under paragraph (1) to a member of the Senior National Intelligence
Service or a senior civilian officer of the intelligence community
whose identity as such a member or officer is classified information
(as defined in section 606(1)).”.

SEC. 305. ANNUAL PERSONNEL LEVEL ASSESSMENTS FOR THE INTEL-
LIGENCE COMMUNITY.

(a) ASSESSMENT.—Title V of the National Security Act of 1947
(50 U.S.C. 413 et seq.) is amended by inserting after section 506A
the following new section:
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“ANNUAL PERSONNEL LEVEL ASSESSMENTS FOR THE INTELLIGENCE
COMMUNITY

“SEc. 506B. (a) REQUIREMENT TO PROVIDE.—The Director of
National Intelligence shall, in consultation with the head of each
element of the intelligence community, prepare an annual personnel
level assessment for such element that assesses the personnel levels
for such element for the fiscal year following the fiscal year in
which the assessment is submitted.

“(b) SCHEDULE.—Each assessment required by subsection (a)
shall be submitted to the congressional intelligence committees
each year at the time that the President submits to Congress
the budget for a fiscal year pursuant to section 1105 of title 31,
United States Code.

“(c) CoNTENTS.—Each assessment required by subsection (a)
submitted during a fiscal year shall contain the following informa-
tion for the element of the intelligence community concerned:

“(1) The budget submission for personnel costs for the
upcoming fiscal year.

“(2) The dollar and percentage increase or decrease of such
costs as compared to the personnel costs of the current fiscal

ear.

“(3) The dollar and percentage increase or decrease of such
costs as compared to the personnel costs during the prior 5
fiscal years.

“(4) The number of full-time equivalent positions that is
the basis for which personnel funds are requested for the
upcoming fiscal year.

“(5) The numerical and percentage increase or decrease
of the number referred to in paragraph (4) as compared to
the number of full-time equivalent positions of the current
fiscal year.

“(6) The numerical and percentage increase or decrease
of the number referred to in paragraph (4) as compared to
the number of full-time equivalent positions during the prior
5 fiscal years.

“(7) The best estimate of the number and costs of core
contract personnel to be funded by the element for the upcoming
fiscal year.

“(8) The numerical and percentage increase or decrease
of such costs of core contract personnel as compared to the
best estimate of the costs of core contract personnel of the
current fiscal year.

“(9) The numerical and percentage increase or decrease
of such number and such costs of core contract personnel as
compared to the number and cost of core contract personnel
during the prior 5 fiscal years.

“(10) A justification for the requested personnel and core
contract personnel levels.

“(11) The best estimate of the number of intelligence collec-
tors and analysts employed or contracted by each element of
the intelligence community.

“(12) A statement by the Director of National Intelligence
that, based on current and projected funding, the element con-
cerned will have sufficient—

“(A) internal infrastructure to support the requested
personnel and core contract personnel levels;
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“(B) training resources to support the requested per-
sonnel levels; and

“(C) funding to support the administrative and oper-
ational activities of the requested personnel levels.”.

(b) APPLICABILITY DATE.—The first assessment required to be
submitted under section 506B(b) of the National Security Act of
1947, as added by subsection (a), shall be submitted to the congres-
sional intelligence committees at the time that the President sub-
mits to Congress the budget for fiscal year 2012 pursuant to section
1105 of title 31, United States Code.

(¢c) TABLE OF CONTENTS AMENDMENT.—The table of contents
in the first section of such Act, as amended by section 302 of
this Act, is further amended by inserting after the item relating
to section 506A the following new item:

“Sec. 506B. Annual personnel level assessments for the intelligence community.”.

SEC. 306. TEMPORARY PERSONNEL AUTHORIZATIONS FOR CRITICAL
LANGUAGE TRAINING.

Section 102A(e) of the National Security Act of 1947 (50 U.S.C.
403-1(e)) is amended by—

(1) redesignating paragraph (3) as paragraph (4); and

(2) inserting after paragraph (2) the following new para-
graph:

“(3)(A) In addition to the number of full-time equivalent posi-
tions authorized for the Office of the Director of National Intel-
ligence for a fiscal year, there is authorized for such Office for
each fiscal year an additional 100 full-time equivalent positions
that may be used only for the purposes described in subparagraph
(B).

“(B) Except as provided in subparagraph (C), the Director of
National Intelligence may use a full-time equivalent position author-
ized under subparagraph (A) only for the purpose of providing
a temporary transfer of personnel made in accordance with para-
graph (2) to an element of the intelligence community to enable
such element to increase the total number of personnel authorized
for such element, on a temporary basis—

“(1) during a period in which a permanent employee of
such element is absent to participate in critical language
training; or

“(ii) to accept a permanent employee of another element
of the intelligence community to provide language-capable serv-
ices.

“(C) Paragraph (2)(B) shall not apply with respect to a transfer
of personnel made under subparagraph (B).

“(D) The Director of National Intelligence shall submit to the
congressional intelligence committees an annual report on the use
of authorities under this paragraph. Each such report shall include
a description of—

“(1) the number of transfers of personnel made by the
Director pursuant to subparagraph (B), disaggregated by each
element of the intelligence community;

“(ii) the critical language needs that were fulfilled or par-
tially fulfilled through the use of such transfers; and

“(iii1) the cost to carry out subparagraph (B).”.
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SEC. 307. CONFLICT OF INTEREST REGULATIONS FOR INTELLIGENCE
COMMUNITY EMPLOYEES.

Section 102A of the National Security Act of 1947 (50 U.S.C.
403-1), as amended by section 304 of this Act, is further amended
by adding at the end the following new subsection:

“(u) CONFLICT OF INTEREST REGULATIONS.—(1) The Director
of National Intelligence, in consultation with the Director of the
Office of Government Ethics, shall issue regulations prohibiting
an officer or employee of an element of the intelligence community
from engaging in outside employment if such employment creates
a conflict of interest or appearance thereof.

“(2) The Director of National Intelligence shall annually submit
to the congressional intelligence committees a report describing
all outside employment for officers and employees of elements of
the intelligence community that was authorized by the head of
an element of the intelligence community during the preceding
calendar year. Such report shall be submitted each year on the
date provided in section 507.”.

Subtitle B—Education Programs

SEC. 311. PERMANENT AUTHORIZATION FOR THE PAT ROBERTS INTEL-
LIGENCE SCHOLARS PROGRAM.

(a) PERMANENT AUTHORIZATION.—Subtitle C of title X of the
National Security Act of 1947 (50 U.S.C. 441m et seq.) is amended
by adding at the end the following new section:

“PROGRAM ON RECRUITMENT AND TRAINING

“SEC. 1022. (a) PROGRAM.—(1) The Director of National Intel-
ligence shall carry out a program to ensure that selected students
or former students are provided funds to continue academic
training, or are reimbursed for academic training previously
obtained, in areas of specialization that the Director, in consultation
with the other heads of the elements of the intelligence community,
identifies as areas in which the current capabilities of the intel-
ligence community are deficient or in which future capabilities
of the intelligence community are likely to be deficient.

“(2) A student or former student selected for participation in
the program shall commit to employment with an element of the
intelligence community, following completion of appropriate aca-
demic training, under such terms and conditions as the Director
considers appropriate.

“(3) The program shall be known as the Pat Roberts Intelligence
Scholars Program.

“(b) ELEMENTS.—In carrying out the program under subsection
(a), the Director shall—

“(1) establish such requirements relating to the academic
training of participants as the Director considers appropriate
to ensure that participants are prepared for employment as
intelligence professionals; and

“(2) periodically review the areas of specialization of the
elements of the intelligence community to determine the areas
in which such elements are, or are likely to be, deficient in
capabilities.
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“(c) Use oF FunDs.—Funds made available for the program
under subsection (a) shall be used—

“(1) to provide a monthly stipend for each month that
a student is pursuing a course of study;

“(2) to pay the full tuition of a student or former student
for the completion of such course of study;

“(3) to pay for books and materials that the student or
former student requires or required to complete such course
of study;

“(4) to pay the expenses of the student or former student
for travel requested by an element of the intelligence commu-
nity in relation to such program; or

“(5) for such other purposes the Director considers reason-
ably appropriate to carry out such program.”.

(b) CONFORMING AMENDMENTS.—

(1) TABLE OF CONTENTS AMENDMENT.—The table of contents
in the first section of such Act, as amended by section 305
of this Act, is further amended—

(A) by transferring the item relating to section 1002
so such item immediately follows the item relating to sec-
tion 1001; and

(B) by inserting after the item relating to section 1021
the following new item:

“Sec. 1022. Program on recruitment and training.”.

(2) REPEAL OF PILOT PROGRAM.—

(A) AUTHORITY.—Section 318 of the Intelligence
Authorization Act for Fiscal Year 2004 (Public Law 108—
177; 50 U.S.C. 441g note) is repealed.

(B) TABLE OF CONTENTS AMENDMENT.—The table of
contents in section 1 of the Intelligence Authorization Act
for Fiscal Year 2004 (Public Law 108-177; 117 Stat. 2599)
is amended by striking the item relating to section 318.

SEC. 312. MODIFICATIONS TO THE LOUIS STOKES EDUCATIONAL
SCHOLARSHIP PROGRAM.

(a) EXPANSION OF THE LoOUIS STOKES EDUCATIONAL SCHOLAR-
SHIP PROGRAM TO GRADUATE STUDENTS.—Section 16 of the National
Security Agency Act of 1959 (50 U.S.C. 402 note) is amended—

(1) in subsection (a)—
1 (A) by inserting “and graduate” after “undergraduate”;
an
(B) by striking “the baccalaureate” and inserting “a
baccalaureate or graduate”;
(2) in subsection (b), by inserting “or graduate” after

“undergraduate”;

(3) in subsection (e)(2), by inserting “and graduate” after

“undergraduate”; and

(4) by adding at the end the following new subsection:

“(h) The undergraduate and graduate training program estab-
lished under this section shall be known as the Louis Stokes Edu-
cational Scholarship Program.”.

(b) AUTHORITY FOR PARTICIPATION BY INDIVIDUALS WHO ARE
Not EMPLOYED BY THE UNITED STATES GOVERNMENT.—

(1) IN GENERAL.—Subsection (b) of section 16 of the

National Security Agency Act of 1959 (50 U.S.C. 402 note),

as amended by subsection (a)(2), is further amended by striking
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“civilian employees” and inserting “civilians who may or may

not be employees”.

(2) CONFORMING AMENDMENTS.—Section 16 of the National
Security Agency Act of 1959 (50 U.S.C. 402 note), as amended
by subsection (a), is further amended—

(A) in subsection (c), by striking “employees” and
inserting “program participants”; and
(B) in subsection (d)—
(1) in paragraph (1)—

(I) in the matter preceding subparagraph (A),
strike “an employee of the Agency,” and insert
“a program participant,”;

(II) in subparagraph (A), by striking
“employee” and inserting “program participant”;

(ITI) in subparagraph (C)—

(aa) by striking “employee” each place that
term appears and inserting “program partici-
pant”; and

(bb) by striking “employee’s” each place
that term appears and inserting “program
participant’s”; and
(IV) in subparagraph (D)—

(aa) by striking “employee” each place that
term appears and inserting “program partici-
pant”; and

(bb) by striking “employee’s” each place
that term appears and inserting “program
participant’s”; and

(i1) in paragraph (3)(C)—

(I) by striking “employee” both places that
ter(rin appears and inserting “program participant”;
an

(II) by striking “employee’s” and inserting
“program participant’s”.

(c) TERMINATION OF PROGRAM PARTICIPANTS.—Subsection
(d)(1)(C) of section 16 of the National Security Agency Act of 1959
(50 U.S.C. 402 note), as amended by subsection (b)(2)(B)G)III),
is further amended by striking “terminated” and all that follows
and inserting “terminated—

“(i) by the Agency due to misconduct by the program
participant;

“(i1) by the program participant voluntarily; or

“(iii) by the Agency for the failure of the program
participant to maintain such level of academic standing
in the educational course of training as the Director of
the National Security Agency shall have specified in the
agreement of the program participant under this sub-
section; and”.

(d) AuTHORITY TO WITHHOLD DISCLOSURE OF AFFILIATION WITH
NSA.—Subsection (e) of Section 16 of the National Security Agency
Act of 1959 (50 U.S.C. 402 note) is amended by striking “(1) When
an employee” and all that follows through “(2) Agency efforts”
and inserting “Agency efforts”.

(e) AUTHORITY OF ELEMENTS OF THE INTELLIGENCE COMMUNITY
To ESTABLISH A STOKES EDUCATIONAL SCHOLARSHIP PROGRAM.—

(1) AuTHORITY.—Subtitle C of title X of the National Secu-
rity Act of 1947 (50 U.S.C. 441m et seq.), as amended by
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section 311 of this Act, is further amended by adding at the
end the following new section:

“EDUCATIONAL SCHOLARSHIP PROGRAM

“SEC. 1023. The head of a department or agency containing
an element of the intelligence community may establish an under-
graduate or graduate training program with respect to civilian
employees and prospective civilian employees of such element
similar in purpose, conditions, content, and administration to the
program that the Secretary of Defense is authorized to establish
under section 16 of the National Security Agency Act of 1959
(50 U.S.C. 402 note).”.

(2) TABLE OF CONTENTS AMENDMENT.—The table of contents
in the first section of the National Security Act of 1947, as
amended by section 311 of this Act, is further amended by
inserting after the item relating to section 1022, as added
by such section 311, the following new item:

“Sec. 1023. Educational scholarship program.”.
SEC. 313. INTELLIGENCE OFFICER TRAINING PROGRAM.

(a) PROGRAM.—Subtitle C of title X of the National Security
Act of 1947 (50 U.S.C. 441m et seq.), as amended by section 312(e)
of this Act, is further amended by adding at the end the following
new section:

“INTELLIGENCE OFFICER TRAINING PROGRAM

“SEC. 1024. (a) PROGRAMS.—(1) The Director of National Intel-
ligence may carry out grant programs in accordance with subsection
(b) to enhance the recruitment and retention of an ethnically and
culturally diverse intelligence community workforce with capabili-
ties critical to the national security interests of the United States.

“(2) In carrying out paragraph (1), the Director shall identify
the skills necessary to meet current or emergent needs of the
intelligence community and the educational disciplines that will
provide individuals with such skills.

“(b) INSTITUTIONAL GRANT PROGRAM.—(1) The Director may
provide grants to institutions of higher education to support the
establishment or continued development of programs of study in
educational disciplines identified under subsection (a)(2).

“(2) A grant provided under paragraph (1) may, with respect
to the educational disciplines identified under subsection (a)(2),
be used for the following purposes:

“(A) Curriculum or program development.
“(B) Faculty development.

“(C) Laboratory equipment or improvements.
“(D) Faculty research.

“(c) APPLICATION.—An institution of higher education seeking
a grant under this section shall submit an application describing
the proposed use of the grant at such time and in such manner
as the Director may require.

“(d) REPORTS.—An institution of higher education that receives
a grant under this section shall submit to the Director regular
reports regarding the use of such grant, including—

“(1) a description of the benefits to students who participate
in the course of study funded by such grant;
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“(2) a description of the results and accomplishments
related to such course of study; and

“(3) any other information that the Director may require.
“(e) REGULATIONS.—The Director shall prescribe such regula-

tions as may be necessary to carry out this section.

“(f) DEFINITIONS.—In this section:

“(1) The term ‘Director’ means the Director of National
Intelligence.

“(2) The term f‘institution of higher education’ has the
meaning given the term in section 101 of the Higher Education
Act of 1965 (20 U.S.C. 1001).”.

(b) REPEAL OF DUPLICATIVE PROVISIONS.—

(1) IN GENERAL.—The following provisions of law are
repealed:

(A) Subsections (b) through (g) of section 319 of the

Intelligence Authorization Act for Fiscal Year 2004 (Public

Law 108-177; 50 U.S.C. 403 note).

(B) Section 1003 of the National Security Act of 1947

(50 U.S.C. 441g-2).

(C) Section 922 of the Ronald W. Reagan National

Defense Authorization Act for Fiscal Year 2005 (Public

Law 108-375; 50 U.S.C. 402 note).

(2) EXISTING AGREEMENTS.—Notwithstanding the repeals
made by paragraph (1), nothing in this subsection shall be
construed to amend, modify, or abrogate any agreement, con-
tract, or employment relationship that was in effect in relation
to the provisions repealed under paragraph (1) on the day
prior to the date of the enactment of this Act.

(3) TECHNICAL AMENDMENT.—Section 319 of the Intel-
ligence Authorization Act for Fiscal Year 2004 (Public Law
108-177; 50 U.S.C. 403 note) is amended by striking “(a)
FINDINGS.—".

(¢c) TABLE OF CONTENTS AMENDMENT.—The table of contents
in the first section of the National Security Act of 1947, as amended
by section 312 of this Act, is further amended by striking the
item relating to section 1003 and inserting the following new item:

“Sec. 1024. Intelligence officer training program.”.

SEC. 314. PILOT PROGRAM FOR INTENSIVE LANGUAGE INSTRUCTION
IN AFRICAN LANGUAGES.

(a) ESTABLISHMENT.—The Director of National Intelligence, in
consultation with the National Security Education Board estab-
lished under section 803(a) of the David L. Boren National Security
Education Act of 1991 (50 U.S.C. 1903(a)), may establish a pilot
program for intensive language instruction in African languages.

(b) PROGRAM.—A pilot program established under subsection
(a) shall provide scholarships for programs that provide intensive
language instruction—

(1) in any of the five highest priority African languages

for which scholarships are not offered under the David L.

Boren National Security Education Act of 1991 (50 U.S.C. 1901

et (sieq.), as determined by the Director of National Intelligence;

an

(2) both in the United States and in a country in which
the language is the native language of a significant portion
of the population, as determined by the Director of National

Intelligence.
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(c) TERMINATION.—A pilot program established under sub-
section (a) shall terminate on the date that is five years after
the date on which such pilot program is established.

(d) AUTHORIZATION OF APPROPRIATIONS.—

(1) IN GENERAL.—There is authorized to be appropriated
to carry out this section $2,000,000.

(2) AvAILABILITY.—Funds authorized to be appropriated
under paragraph (1) shall remain available until the termi-

nation of the pilot program in accordance with subsection (c).

Subtitle C—Acquisition Matters

SEC. 321. VULNERABILITY ASSESSMENTS OF MAJOR SYSTEMS.

(a) VULNERABILITY ASSESSMENTS OF MAJOR SYSTEMS.—

(1) In GENERAL.—Title V of the National Security Act of
1947 (50 U.S.C. 413 et seq.), as amended by section 305 of
this Act, is further amended by inserting after section 506B,
as added by section 305(a), the following new section:

“VULNERABILITY ASSESSMENTS OF MAJOR SYSTEMS

“SEC. 506C. (a) INITIAL VULNERABILITY ASSESSMENTS.—(1)(A)
Except as provided in subparagraph (B), the Director of National
Intelligence shall conduct and submit to the congressional intel-
ligence committees an initial vulnerability assessment for each
major system and its significant items of supply—

“(1) except as provided in clause (ii), prior to the completion
of Milestone B or an equivalent acquisition decision for the
major system; or

“(ii) prior to the date that is 1 year after the date of
the enactment of the Intelligence Authorization Act for Fiscal
Year 2010 in the case of a major system for which Milestone
B or an equivalent acquisition decision—

“I) was completed prior to such date of enactment;

“(IT) is completed on a date during the 180-day period
following such date of enactment.

“(B) The Director may submit to the congressional intelligence
committees an initial vulnerability assessment required by clause
(ii) of subparagraph (A) not later than 180 days after the date
such assessment is required to be submitted under such clause
if the Director notifies the congressional intelligence committees
of the extension of the submission date under this subparagraph
and provides a justification for such extension.

“(C) The initial vulnerability assessment of a major system
and its significant items of supply shall include use of an analysis-
based approach to—

“(1) identify vulnerabilities;

“(i1) define exploitation potential;

“(iii) examine the system’s potential effectiveness;
“(iv) determine overall vulnerability; and

“(v) make recommendations for risk reduction.

“(2) If an initial vulnerability assessment for a major system
is not submitted to the congressional intelligence committees as
required by paragraph (1), funds appropriated for the acquisition
of the major system may not be obligated for a major contract
related to the major system. Such prohibition on the obligation
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of funds for the acquisition of the major system shall cease to
apply on the date on which the congressional intelligence commit-
tees receive the initial vulnerability assessment.

“(b) SUBSEQUENT VULNERABILITY ASSESSMENTS.—(1) The
Director of National Intelligence shall, periodically throughout the
procurement of a major system or if the Director determines that
a change in circumstances warrants the issuance of a subsequent
vulnerability assessment, conduct a subsequent vulnerability
assessment of each major system and its significant items of supply
within the National Intelligence Program.

“(2) Upon the request of a congressional intelligence committee,
the Director of National Intelligence may, if appropriate, recertify
the previous vulnerability assessment or may conduct a subsequent
vulnerability assessment of a particular major system and its
significant items of supply within the National Intelligence Pro-
gram.

“(3) Any subsequent vulnerability assessment of a major system
and its significant items of supply shall include use of an analysis-
based approach and, if applicable, a testing-based approach, to
monitor the exploitation potential of such system and reexamine
the factors described in clauses (i) through (v) of subsection (a)(1)(C).

“(c) MAJOR SYSTEM MANAGEMENT.—The Director of National
Intelligence shall give due consideration to the vulnerability assess-
ments prepared for a given major system when developing and
determining the National Intelligence Program budget.

“(d) CONGRESSIONAL OVERSIGHT.—(1) The Director of National
Intelligence shall provide to the congressional intelligence commit-
tees a copy of each vulnerability assessment conducted under sub-
section (a) or (b) not later than 10 days after the date of the
completion of such assessment.

“(2) The Director of National Intelligence shall provide the
congressional intelligence committees with a proposed schedule for
subsequent periodic vulnerability assessments of a major system
under subsection (b)(1) when providing such committees with the
initial vulnerability assessment under subsection (a) of such system
as required by paragraph (1).

“(e) DEFINITIONS.—In this section:

“(1) The term ‘item of supply’ has the meaning given that
term in section 4(10) of the Office of Federal Procurement
Policy Act (41 U.S.C. 403(10)).

“(2) The term ‘major contract’ means each of the 6 largest
prime, associate, or Government-furnished equipment contracts
under a major system that is in excess of $40,000,000 and
that is not a firm, fixed price contract.

“(3) The term ‘major system’ has the meaning given that
term in section 506A(e).

“(4) The term ‘Milestone B’ means a decision to enter
into major system development and demonstration pursuant
to guidance prescribed by the Director of National Intelligence.

“(5) The term ‘vulnerability assessment’ means the process
of identifying and quantifying vulnerabilities in a major system
and its significant items of supply.”.

(2) TABLE OF CONTENTS AMENDMENT.—The table of contents
in the first section of the National Security Act of 1947, as
amended by section 313 of this Act, is further amended by
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inserting after the item relating to section 506B, as added
by section 305(c) of this Act, the following new item:

“Sec. 506C. Vulnerability assessments of major systems.”.

(b) DEFINITION OF MAJOR SYSTEM.—Paragraph (3) of section
506A(e) of the National Security Act of 1947 (50 U.S.C. 415a—
1(e)) is amended by striking “(in current fiscal year dollars)” and
inserting “(based on fiscal year 2010 constant dollars)”.

SEC. 322. INTELLIGENCE COMMUNITY BUSINESS SYSTEM TRANS-
FORMATION.

(a) INTELLIGENCE COMMUNITY BUSINESS SYSTEM TRANS-
FORMATION.—
(1) IN GENERAL.—Title V of the National Security Act of
1947 (50 U.S.C. 413 et seq.), as amended by section 321 of
this Act, is further amended by inserting after section 506C,
as added by section 321(a), the following new section:

“INTELLIGENCE COMMUNITY BUSINESS SYSTEM TRANSFORMATION

“SEC. 506D. (a) LIMITATION ON OBLIGATION OF FUNDS.—(1)
Subject to paragraph (3), no funds appropriated to any element
of the intelligence community may be obligated for an intelligence
community business system transformation that will have a total
cost in excess of $3,000,000 unless—

“(A) the Director of the Office of Business Transformation
of the Office of the Director of National Intelligence makes
a certification described in paragraph (2) with respect to such
intelligence community business system transformation; and

“(B) such certification is approved by the board established
under subsection (f).

“(2) The certification described in this paragraph for an intel-
ligence community business system transformation is a certification
made by the Director of the Office of Business Transformation
of the Office of the Director of National Intelligence that the intel-
ligence community business system transformation—

“(A) complies with the enterprise architecture under sub-
section (b) and such other policies and standards that the
Director of National Intelligence considers appropriate; or

“(B) is necessary—

“(i) to achieve a critical national security capability
or address a critical requirement; or

“(i1) to prevent a significant adverse effect on a project
that is needed to achieve an essential capability, taking
into consideration any alternative solutions for preventing
such adverse effect.

“(3) With respect to a fiscal year after fiscal year 2010, the
amount referred to in paragraph (1) in the matter preceding
subparagraph (A) shall be equal to the sum of—

“(A) the amount in effect under such paragraph (1) for
the preceding fiscal year (determined after application of this
paragraph), plus

“(B) such amount multiplied by the annual percentage
increase in the consumer price index (all items; U.S. city aver-
age) as of September of the previous fiscal year.

“(b) ENTERPRISE ARCHITECTURE FOR INTELLIGENCE COMMUNITY
BusiNEss SysTEMS.—(1) The Director of National Intelligence shall,
acting through the board established under subsection (f), develop
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and implement an enterprise architecture to cover all intelligence
community business systems, and the functions and activities sup-
ported by such business systems. The enterprise architecture shall
be sufficiently defined to effectively guide, constrain, and permit
implementation of interoperable intelligence community business
system solutions, consistent with applicable policies and procedures
established by the Director of the Office of Management and Budget.

“(2) The enterprise architecture under paragraph (1) shall
include the following:

“(A) An information infrastructure that will enable the
intelligence community to—

“(i) comply with all Federal accounting, financial
management, and reporting requirements;

“(i1) routinely produce timely, accurate, and reliable
financial information for management purposes;

“(iii) integrate budget, accounting, and program
information and systems; and

“(iv) provide for the measurement of performance,
including the ability to produce timely, relevant, and reli-
able cost information.

“(B) Policies, procedures, data standards, and system inter-
face requirements that apply uniformly throughout the intel-
ligence community.

“(c) RESPONSIBILITIES FOR INTELLIGENCE COMMUNITY BUSINESS
SYSTEM TRANSFORMATION.—The Director of National Intelligence
shall be responsible for the entire life cycle of an intelligence
community business system transformation, including review,
approval, and oversight of the planning, design, acquisition, deploy-
ment, operation, and maintenance of the business system trans-
formation.

“(d) INTELLIGENCE COMMUNITY BUSINESS SYSTEM INVESTMENT
REVIEW.—(1) The Director of the Office of Business Transformation
of the Office of the Director of National Intelligence shall establish
and implement, not later than 60 days after the enactment of
the Intelligence Authorization Act for Fiscal Year 2010, an invest-
ment review process for the intelligence community business sys-
tems for which the Director of the Office of Business Transformation
is responsible.

“(2) The investment review process under paragraph (1) shall—

“(A) meet the requirements of section 11312 of title 40,
United States Code; and

“(B) specifically set forth the responsibilities of the Director
of the Office of Business Transformation under such review
process.

“(3) The investment review process under paragraph (1) shall
include the following elements:

“(A) Review and approval by an investment review board
(consisting of appropriate representatives of the intelligence
community) of each intelligence community business system
as an investment before the obligation of funds for such system.

“(B) Periodic review, but not less often than annually,
of every intelligence community business system investment.

“(C) Thresholds for levels of review to ensure appropriate
review of intelligence community business system investments
depending on the scope, complexity, and cost of the system
involved.



H.R.2701—18

“(D) Procedures for making certifications in accordance with
the requirements of subsection (a)(2).

“(e) BUDGET INFORMATION.—For each fiscal year after fiscal
year 2011, the Director of National Intelligence shall include in
the materials the Director submits to Congress in support of the
budget for such fiscal year that is submitted to Congress under
section 1105 of title 31, United States Code, the following informa-
tion:

“(1) An identification of each intelligence community busi-
ness system for which funding is proposed in such budget.

“(2) An identification of all funds, by appropriation, pro-
posed in such budget for each such system, including—

“(A) funds for current services to operate and maintain
such system;

“B) funds for business systems modernization identi-
fied for each specific appropriation; and

“(C) funds for associated business process improvement
or reengineering efforts.

“(3) The certification, if any, made under subsection (a)(2)
with respect to each such system.

“(f) INTELLIGENCE COMMUNITY BUSINESS SYSTEM TRANS-
FORMATION GOVERNANCE BOARD.—(1) The Director of National
Intelligence shall establish a board within the intelligence commu-
nity business system transformation governance structure (in this
subsection referred to as the ‘Board’).

“(2) The Board shall—

“(A) recommend to the Director policies and procedures
necessary to effectively integrate all business activities and
any transformation, reform, reorganization, or process improve-
ment initiatives undertaken within the intelligence community;

“(B) review and approve any major update of—

“(i) the enterprise architecture developed under sub-
section (b); and

“(i1) any plans for an intelligence community business
systems modernization;

“(C) manage cross-domain integration consistent with such
enterprise architecture;

“(D) coordinate initiatives for intelligence community busi-
ness system transformation to maximize benefits and minimize
costs for the intelligence community, and periodically report
to the Director on the status of efforts to carry out an intel-
ligence community business system transformation;

“(E) ensure that funds are obligated for intelligence commu-
nity business system transformation in a manner consistent
with subsection (a); and

“(F) carry out such other duties as the Director shall
specify.

“(g) RELATION TO ANNUAL REGISTRATION REQUIREMENTS.—
Nothing in this section shall be construed to alter the requirements
of section 8083 of the Department of Defense Appropriations Act,
2005 (Public Law 108-287; 118 Stat. 989), with regard to informa-
tion technology systems (as defined in subsection (d) of such section).

“th) RELATIONSHIP TO DEFENSE BUSINESS ENTERPRISE
ARCHITECTURE.—Nothing in this section shall be construed to
exempt funds authorized to be appropriated to the Department
of Defense from the requirements of section 2222 of title 10, United
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States Code, to the extent that such requirements are otherwise
applicable.

“(1) RELATION TO CLINGER-COHEN AcT.—(1) Executive agency
responsibilities in chapter 113 of title 40, United States Code,
for any intelligence community business system transformation
shall be exercised jointly by—

“(A) the Director of National Intelligence and the Chief
Information Officer of the Intelligence Community; and

“(B) the head of the executive agency that contains the
element of the intelligence community involved and the chief
information officer of that executive agency.

“(2) The Director of National Intelligence and the head of
the executive agency referred to in paragraph (1)(B) shall enter
into a Memorandum of Understanding to carry out the requirements
of this section in a manner that best meets the needs of the
intelligence community and the executive agency.

“j) REPORTS.—Not later than March 31 of each of the years
2011 through 2015, the Director of National Intelligence shall
submit to the congressional intelligence committees a report on
the compliance of the intelligence community with the requirements
of this section. Each such report shall—

“(1) describe actions taken and proposed for meeting the
requirements of subsection (a), including—

“(A) specific milestones and actual performance against
specified performance measures, and any revision of such
milestones and performance measures; and

“B) specific actions on the intelligence community
business system transformations submitted for certification
under such subsection;

“(2) identify the number of intelligence community business
system transformations that received a certification described
in subsection (a)(2); and

“(3) describe specific improvements in business operations
and cost savings resulting from successful intelligence commu-
nity business systems transformation efforts.

“(k) DEFINITIONS.—In this section:

“(1) The term ‘enterprise architecture’ has the meaning
given that term in section 3601(4) of title 44, United States
Code.

“(2) The terms ‘information system’ and ‘information tech-
nology’ have the meanings given those terms in section 11101
of title 40, United States Code.

“3) The term f‘intelligence community business system’
means an information system, including a national security
system, that is operated by, for, or on behalf of an element
of the intelligence community, including a financial system,
mixed system, financial data feeder system, and the business
infrastructure capabilities shared by the systems of the busi-
ness enterprise architecture, including people, process, and
technology, that build upon the core infrastructure used to
support business activities, such as acquisition, financial
management, logistics, strategic planning and budgeting,
installations and environment, and human resource manage-
ment.

“(4) The term ‘intelligence community business system
transformation’ means—
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“(A) the acquisition or development of a new intel-
ligence community business system; or

“(B) any significant modification or enhancement of
an existing intelligence community business system (other
than necessary to maintain current services).

“(5) The term ‘national security system’ has the meaning
%ivgn that term in section 3542 of title 44, United States

ode.

“(6) The term ‘Office of Business Transformation of the
Office of the Director of National Intelligence’ includes any
successor office that assumes the functions of the Office of
Business Transformation of the Office of the Director of
National Intelligence as carried out by the Office of Business
Transformation on the date of the enactment of the Intelligence
Authorization Act for Fiscal Year 2010.”.

(2) TABLE OF CONTENTS AMENDMENT.—The table of contents
in the first section of that Act, as amended by section 321
of this Act, is further amended by inserting after the item
relating to section 506C, as added by section 321(a)(2), the
following new item:

506D. Intelligence community business system transformation.”.

(b) IMPLEMENTATION.—

(1) CERTAIN DUTIES.—Not later than 60 days after the
date of the enactment of this Act, the Director of National
Intelligence shall designate a chair and other members to serve
on the board established under subsection (f) of such section
506D of the National Security Act of 1947 (as added by sub-
section (a)).

(2) ENTERPRISE ARCHITECTURE.—

(A) SCHEDULE FOR DEVELOPMENT.—The Director shall
develop the enterprise architecture required by subsection
(b) of such section 506D (as so added), including the initial
Business Enterprise Architecture for business trans-
formation, not later than 60 days after the enactment
of this Act.

(B) REQUIREMENT FOR IMPLEMENTATION PLAN.—In
developing such an enterprise architecture, the Director
shall develop an implementation plan for such enterprise
architecture that includes the following:

(i) An acquisition strategy for new systems that
are expected to be needed to complete such enterprise
architecture, including specific time-phased milestones,
performance metrics, and a statement of the financial
and nonfinancial resource needs.

(i1) An identification of the intelligence community
business systems in operation or planned as of the
date that is 60 days after the enactment of this Act
that will not be a part of such enterprise architecture,
together with the schedule for the phased termination
of the utilization of any such systems.

(iii) An identification of the intelligence community
business systems in operation or planned as of such
date, that will be a part of such enterprise architecture,
together with a strategy for modifying such systems
to ensure that such systems comply with such enter-
prise architecture.
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(C) SUBMISSION OF ACQUISITION STRATEGY.—Based on
the results of an enterprise process management review
and the availability of funds, the Director shall submit
the acquisition strategy described in subparagraph (B)(i)
to the congressional intelligence committees not later than
March 31, 2011.

SEC. 323. REPORTS ON THE ACQUISITION OF MAJOR SYSTEMS.

(a) REPORTS.—

(1) IN GENERAL.—Title V of the National Security Act of
1947 (50 U.S.C. 413 et seq.), as amended by section 322 of
this Act, is further amended by inserting after section 506D,
as added by section 322(a)(1), the following new section:

“REPORTS ON THE ACQUISITION OF MAJOR SYSTEMS

“SEC. 506E. (a) DEFINITIONS.—In this section:

“(1) The term ‘cost estimate’—

“(A) means an assessment and quantification of all
costs and risks associated with the acquisition of a major
system based upon reasonably available information at the
time the Director establishes the 2010 adjusted total
acquisition cost for such system pursuant to subsection
(h) or restructures such system pursuant to section 506F(c);
and

“(B) does not mean an ‘independent cost estimate’.
“2) The term ‘critical cost growth threshold’ means a

percentage increase in the total acquisition cost for a major
system of at least 25 percent over the total acquisition cost
for the major system as shown in the current Baseline Estimate
for the major system.

“(3)A) The term ‘current Baseline Estimate’ means the
projected total acquisition cost of a major system that is—

“(i) approved by the Director, or a designee of the
Director, at Milestone B or an equivalent acquisition deci-
sion for the development, procurement, and construction
of such system,;

“(i1) approved by the Director at the time such system
is restructured pursuant to section 506F(c); or

“(iii) the 2010 adjusted total acquisition cost deter-
mined pursuant to subsection (h).

“(B) A current Baseline Estimate may be in the form of
an independent cost estimate.

“(4) Except as otherwise specifically provided, the term
‘Director’ means the Director of National Intelligence.

“(5) The term ‘independent cost estimate’ has the meaning
given that term in section 506A(e).

“(6) The term ‘major contract’ means each of the 6 largest
prime, associate, or Government-furnished equipment contracts
under a major system that is in excess of $40,000,000 and
that is not a firm, fixed price contract.

“(7) The term ‘major system’ has the meaning given that
term in section 506A(e).

“8) The term ‘Milestone B’ means a decision to enter
into major system development and demonstration pursuant
to guidance prescribed by the Director.

“(9) The term ‘program manager’ means—
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“(A) the head of the element of the intelligence commu-
nity that is responsible for the budget, cost, schedule, and
performance of a major system; or

“(B) in the case of a major system within the Office
of the Director of National Intelligence, the deputy who
is responsible for the budget, cost, schedule, and perform-
ance of the major system.

“(10) The term ‘significant cost growth threshold’ means
the percentage increase in the total acquisition cost for a major
system of at least 15 percent over the total acquisition cost
for such system as shown in the current Baseline Estimate
for such system.

“(11) The term ‘total acquisition cost’ means the amount
equal to the total cost for development and procurement of,
and system-specific construction for, a major system.

“(b) MAJOR SYSTEM COST REPORTS.—(1) The program manager
for a major system shall, on a quarterly basis, submit to the
Director a major system cost report as described in paragraph
(2).

“(2) A major system cost report shall include the following
information (as of the last day of the quarter for which the report
is made):

“(A) The total acquisition cost for the major system.

“(B) Any cost variance or schedule variance in a major
contract for the major system since the contract was entered
into.

“(C) Any changes from a major system schedule milestones
or performances that are known, expected, or anticipated by
the program manager.

“(D) Any significant changes in the total acquisition cost
for development and procurement of any software component
of the major system, schedule milestones for such software
component of the major system, or expected performance of
such software component of the major system that are known,
expected, or anticipated by the program manager.

“(3) Each major system cost report required by paragraph (1)
shall be submitted not more than 30 days after the end of the
reporting quarter.

“(c) REPORTS FOR BREACH OF SIGNIFICANT OR CRITICAL COST
GROWTH THRESHOLDS.—If the program manager of a major system
for which a report has previously been submitted under subsection
(b) determines at any time during a quarter that there is reasonable
cause to believe that the total acquisition cost for the major system
has increased by a percentage equal to or greater than the signifi-
cant cost growth threshold or critical cost growth threshold and
if a report indicating an increase of such percentage or more has
not previously been submitted to the Director, then the program
manager shall immediately submit to the Director a major system
cost report containing the information, determined as of the date
of the report, required under subsection (b).

“(d) NOTIFICATION TO CONGRESS OF COST GROWTH.—(1) When-
ever a major system cost report is submitted to the Director, the
Director shall determine whether the current acquisition cost for
the major system has increased by a percentage equal to or greater
than the significant cost growth threshold or the critical cost growth
threshold.
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“(2) If the Director determines that the current total acquisition
cost has increased by a percentage equal to or greater than the
significant cost growth threshold or critical cost growth threshold,
the Director shall submit to Congress a Major System Congressional
Report pursuant to subsection (e).

“(e) REQUIREMENT FOR MAJOR SYSTEM CONGRESSIONAL
REPORT.—(1) Whenever the Director determines under subsection
(d) that the total acquisition cost of a major system has increased
by a percentage equal to or greater than the significant cost growth
threshold for the major system, a Major System Congressional
Report shall be submitted to Congress not later than 45 days
after the date on which the Director receives the major system
cost report for such major system.

“(2) If the total acquisition cost of a major system (as deter-
mined by the Director under subsection (d)) increases by a percent-
age equal to or greater than the critical cost growth threshold
for the program or subprogram, the Director shall take actions
consistent with the requirements of section 506F.

“f) MAJOR SYSTEM CONGRESSIONAL REPORT ELEMENTS.—(1)
Except as provided in paragraph (2), each Major System Congres-
sional Report shall include the following:

“(A) The name of the major system.

“(B) The date of the preparation of the report.

“(C) The program phase of the major system as of the
date of the preparation of the report.

“(D) The estimate of the total acquisition cost for the major
system expressed in constant base-year dollars and in current
dollars.

“(E) The current Baseline Estimate for the major system
in constant base-year dollars and in current dollars.

“(F) A statement of the reasons for any increase in total
acquisition cost for the major system.

“(G) The completion status of the major system—

“(i) expressed as the percentage that the number of
years for which funds have been appropriated for the major
system is of the number of years for which it is planned
that funds will be appropriated for the major system; and

“(i1) expressed as the percentage that the amount of
funds that have been appropriated for the major system
is of the total amount of funds which it is planned will
be appropriated for the major system.

“(H) The fiscal year in which the major system was first
authorized and in which funds for such system were first appro-
priated by Congress.

“I) The current change and the total change, in dollars
and expressed as a percentage, in the total acquisition cost
for the major system, stated both in constant base-year dollars
and in current dollars.

“(J) The quantity of end items to be acquired under the
major system and the current change and total change, if
any, in that quantity.

“K) The identities of the officers responsible for manage-
ment and cost control of the major system.

“(L) The action taken and proposed to be taken to control
future cost growth of the major system.

“M) Any changes made in the performance or schedule
milestones of the major system and the extent to which such
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changes have contributed to the increase in total acquisition

cost for the major system.

“(N) The following contract performance assessment
information with respect to each major contract under the
major system:

“(i) The name of the contractor.

“(ii) The phase that the contract is in at the time
of the preparation of the report.

“(111) The percentage of work under the contract that
has been completed.

“(iv) Any current change and the total change, in dol-
lars and expressed as a percentage, in the contract cost.

“(v) The percentage by which the contract is currently
ahead of or behind schedule.

“(vi) A narrative providing a summary explanation of
the most significant occurrences, including cost and
schedule variances under major contracts of the major
system, contributing to the changes identified and a discus-
sion of the effect these occurrences will have on the future
costs and schedule of the major system.

“(0O) In any case in which one or more problems with
a software component of the major system significantly contrib-
uted to the increase in costs of the major system, the action
taken and proposed to be taken to solve such problems.

“(2) A Major System Congressional Report prepared for a major
system for which the increase in the total acquisition cost is due
to termination or cancellation of the entire major system shall
include only—

“(A) the information described in subparagraphs (A)
through (F) of paragraph (1); and

“(B) the total percentage change in total acquisition cost
for such system.

“(g) PROHIBITION ON OBLIGATION OF FUNDS.—If a determination
of an increase by a percentage equal to or greater than the signifi-
cant cost growth threshold is made by the Director under subsection
(d) and a Major System Congressional Report containing the
information described in subsection (f) is not submitted to Congress
under subsection (e)(1), or if a determination of an increase by
a percentage equal to or greater than the critical cost growth
threshold is made by the Director under subsection (d) and the
Major System Congressional Report containing the information
described in subsection (f) and section 506F(b)(3) and the certifi-
cation required by section 506F(b)(2) are not submitted to Congress
under subsection (e)(2), funds appropriated for construction,
research, development, test, evaluation, and procurement may not
be obligated for a major contract under the major system. The
prohibition on the obligation of funds for a major system shall
cease to apply at the end of the 45-day period that begins on
the date—

“(1) on which Congress receives the Major System Congres-
sional Report under subsection (e)(1) with respect to that major
system, in the case of a determination of an increase by a
percentage equal to or greater than the significant cost growth
threshold (as determined in subsection (d)); or

“(2) on which Congress receives both the Major System
Congressional Report under subsection (e)(2) and the certifi-
cation of the Director under section 506F(b)(2) with respect
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to that major system, in the case of an increase by a percentage

equal to or greater than the critical cost growth threshold

(as determined under subsection (d)).

“(h) TREATMENT OF COST INCREASES PRIOR TO ENACTMENT OF
INTELLIGENCE AUTHORIZATION ACT FOR FISCAL YEAR 2010.—(1) Not
later than 180 days after the date of the enactment of the Intel-
ligence Authorization Act for Fiscal Year 2010, the Director—

“(A) shall, for each major system, determine if the total
acquisition cost of such major system increased by a percentage
equal to or greater than the significant cost growth threshold
or the critical cost growth threshold prior to such date of
enactment;

“(B) shall establish for each major system for which the
total acquisition cost has increased by a percentage equal to
or greater than the significant cost growth threshold or the
critical cost growth threshold prior to such date of enactment
a revised current Baseline Estimate based upon an updated
cost estimate;

“(C) may, for a major system not described in subparagraph
(B), establish a revised current Baseline Estimate based upon
an updated cost estimate; and

“(D) shall submit to Congress a report describing—

“(i) each determination made under subparagraph (A);

“(i1) each revised current Baseline Estimate established
for a major system under subparagraph (B); and

“(iii) each revised current Baseline Estimate estab-

lished for a major system under subparagraph (C),

including the percentage increase of the total acquisition

cost of such major system that occurred prior to the date
of the enactment of such Act.

“(2) The revised current Baseline Estimate established for a
major system under subparagraph (B) or (C) of paragraph (1) shall
be the 2010 adjusted total acquisition cost for the major system
and may include the estimated cost of conducting any vulnerability
assessments for such major system required under section 506C.

“(1) REQUIREMENTS TO USE BASE YEAR DOLLARS.—Any deter-
mination of a percentage increase under this section shall be stated
in terms of constant base year dollars.

“j) ForM OF REPORT.—Any report required to be submitted
under this section may be submitted in a classified form.”.

(2) APPLICABILITY DATE OF QUARTERLY REPORTS.—The first
report required to be submitted under subsection (b) of section
506E of the National security Act of 1947, as added by para-
graph (1) of this subsection, shall be submitted with respect
to the first fiscal quarter that begins on a date that is not
kss than 180 days after the date of the enactment of this

ct.

(3) TABLE OF CONTENTS AMENDMENT.—The table of contents
in the first section of that Act, as amended by section 322
of this Act, is further amended by inserting after the item
relating to section 506D, as added by section 322(a)(2), the
following new item:

“Sec. 506E. Reports on the acquisition of major systems.”.

(b) MAJOR DEFENSE ACQUISITION PROGRAMS.—Nothing in this
section, section 324, or an amendment made by this section or
section 324, shall be construed to exempt an acquisition program
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of the Department of Defense from the requirements of chapter
144 of title 10, United States Code or Department of Defense
Directive 5000, to the extent that such requirements are otherwise
applicable.

SEC. 324. CRITICAL COST GROWTH IN MAJOR SYSTEMS.

(a) IN GENERAL.—Title V of the National Security Act of 1947
(50 U.S.C. 413 et seq.), as amended by section 323 of this Act,
is further amended by inserting after section 506E, as added by
section 323(a), the following new section:

“CRITICAL COST GROWTH IN MAJOR SYSTEMS

“SEC. 506F. (a) REASSESSMENT OF MAJOR SYSTEM.—If the
Director of National Intelligence determines under section 506E(d)
that the total acquisition cost of a major system has increased
by a percentage equal to or greater than the critical cost growth
threshold for the major system, the Director shall—

“(1) determine the root cause or causes of the critical cost
growth, in accordance with applicable statutory requirements,
policies, procedures, and guidance; and

“(2) carry out an assessment of—

“(A) the projected cost of completing the major system
if current requirements are not modified;

“(B) the projected cost of completing the major system
based on reasonable modification of such requirements;

“(C) the rough order of magnitude of the costs of any
reasonable alternative system or capability; and

“(D) the need to reduce funding for other systems due
to the growth in cost of the major system.

“(b) PRESUMPTION OF TERMINATION.—(1) After conducting the
reassessment required by subsection (a) with respect to a major
system, the Director shall terminate the major system unless the
Director submits to Congress a Major System Congressional Report
containing a certification in accordance with paragraph (2) and
the information described in paragraph (3). The Director shall
submit such Major System Congressional Report and certification
not later than 90 days after the date the Director receives the
relevant major system cost report under subsection (b) or (c) of
section 506E.

“(2) A certification described by this paragraph with respect
to a major system is a written certification that—

“(A) the continuation of the major system is essential to
the national security;

“(B) there are no alternatives to the major system that
will provide acceptable capability to meet the intelligence
requirement at less cost;

“(C) the new estimates of the total acquisition cost have
been determined by the Director to be reasonable;

“(D) the major system is a higher priority than other sys-
tems whose funding must be reduced to accommodate the
growth in cost of the major system; and

“(E) the management structure for the major system is
adequate to manage and control the total acquisition cost.

“(3) A Major System Congressional Report accompanying a
written certification under paragraph (2) shall include, in addition
to the requirements of section 506E(e), the root cause analysis
and assessment carried out pursuant to subsection (a), the basis
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for each determination made in accordance with subparagraphs
(A) through (E) of paragraph (2), and a description of all funding
changes made as a result of the growth in the cost of the major
system, including reductions made in funding for other systems
to accommodate such cost growth, together with supporting docu-
mentation.

“(c) AcTiONS IF MAJOR SYSTEM NOT TERMINATED.—If the
Director elects not to terminate a major system pursuant to sub-
section (b), the Director shall—

“(1) restructure the major system in a manner that
addresses the root cause or causes of the critical cost growth,
as identified pursuant to subsection (a), and ensures that the
system has an appropriate management structure as set forth
in the certification submitted pursuant to subsection (b)(2)(E);

“(2) rescind the most recent Milestone approval for the
major system;

“(3) require a new Milestone approval for the major system
before taking any action to enter a new contract, exercise
an option under an existing contract, or otherwise extend the
scope of an existing contract under the system, except to the
extent determined necessary by the Milestone Decision
Authority, on a nondelegable basis, to ensure that the system
may be restructured as intended by the Director without
unnecessarily wasting resources;

“(4) establish a revised current Baseline Estimate for the
major system based upon an updated cost estimate; and

“(5) conduct regular reviews of the major system.

“(d) AcTiONS IF MAJOR SYSTEM TERMINATED.—If a major system
is terminated pursuant to subsection (b), the Director shall submit
to Congress a written report setting forth—

“(1) an explanation of the reasons for terminating the major
system;

“(2) the alternatives considered to address any problems
in the major system; and

“(3) the course the Director plans to pursue to meet any
intelligence requirements otherwise intended to be met by the
major system.

“(e) FORM OF REPORT.—Any report or certification required
to be submitted under this section may be submitted in a classified
form.

“f) WAIVER.—(1) The Director may waive the requirements
of subsections (d)(2), (e), and (g) of section 506E and subsections
(a)2), (b), (c), and (d) of this section with respect to a major
system if the Director determines that at least 90 percent of the
amount of the current Baseline Estimate for the major system
has been expended.

“2)(A) If the Director grants a waiver under paragraph (1)
with respect to a major system, the Director shall submit to the
congressional intelligence committees written notice of the waiver
that includes—

“(1) the information described in section 506E(f); and

“(ii) if the current total acquisition cost of the major system
has increased by a percentage equal to or greater than the
critical cost growth threshold—

“I) a determination of the root cause or causes of

thcil critical cost growth, as described in subsection (a)(1);

an
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“(IT) a certification that includes the elements described
in subparagraphs (A), (B), and (E) of subsection (b)(2).

“(B) The Director shall submit the written notice required by
subparagraph (A) not later than 90 days after the date that the
Director receives a major system cost report under subsection (b)
or (¢) of section 506E that indicates that the total acquisition
cost for the major system has increased by a percentage equal
to or greater than the significant cost growth threshold or critical
cost growth threshold.

“(g) DEFINITIONS.—In this section, the terms ‘cost estimate’,
‘critical cost growth threshold’, ‘current Baseline Estimate’, ‘major
system’, and ‘total acquisition cost’ have the meaning given those
terms in section 506E(a).”.

(b) TABLE OF CONTENTS AMENDMENT.—The table of contents
in the first section of that Act, as amended by section 323 of
this Act, is further amended by inserting after the items relating
to section 506E, as added by section 323(a)(3), the following new
item:

“Sec. 506F. Critical cost growth in major systems.”.

SEC. 325. FUTURE BUDGET PROJECTIONS.

(a) IN GENERAL.—Title V of the National Security Act of 1947
(50 U.S.C. 413 et seq.), as amended by section 324 of this Act,
is further amended by inserting after section 506F, as added by
section 324(a), the following new section:

“FUTURE BUDGET PROJECTIONS

“SEC. 506G. (a) FUTURE YEAR INTELLIGENCE PLANS.—(1) The
Director of National Intelligence, with the concurrence of the
Director of the Office of Management and Budget, shall provide
to the congressional intelligence committees a Future Year Intel-
ligence Plan, as described in paragraph (2), for—

“(A) each expenditure center in the National Intelligence

Program; and

“(B) each major system in the National Intelligence Pro-
gram.

“(2)(A) A Future Year Intelligence Plan submitted under this
subsection shall include the year-by-year proposed funding for each
center or system referred to in subparagraph (A) or (B) of paragraph
(1), for the budget year for which the Plan is submitted and not
less than the 4 subsequent fiscal years.

“(B) A Future Year Intelligence Plan submitted under subpara-
graph (B) of paragraph (1) for a major system shall include—

1 “(1) the estimated total life-cycle cost of such major system;
an
“(ii)) major milestones that have significant resource
implications for such major system.

“(b) LONG-TERM BUDGET PROJECTIONS.—(1) The Director of
National Intelligence, with the concurrence of the Director of the
Office of Management and Budget, shall provide to the congressional
intelligence committees a Long-term Budget Projection for each
element of the intelligence community funded under the National
Intelligence Program acquiring a major system that includes the
budget for such element for the 5-year period that begins on the
day after the end of the last fiscal year for which year-by-year
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proposed funding is included in a Future Year Intelligence Plan
for such major system in accordance with subsection (a)(2)(A).

“(2) A Long-term Budget Projection submitted under paragraph
(1) shall include—

“(A) projections for the appropriate element of the intel-
ligence community for—

“(i) pay and benefits of officers and employees of such
element;

“(ii) other operating and support costs and minor
acquisitions of such element;

“(iii) research and technology required by such element;

“(iv) current and planned major system acquisitions
for such element;

“(v) any future major system acquisitions for such ele-
ment; and

“(vi) any additional funding projections that the

Director of National Intelligence considers appropriate;

“(B) a budget projection based on effective cost and schedule
execution of current or planned major system acquisitions and
application of Office of Management and Budget inflation esti-
mates to future major system acquisitions;

“(C) any additional assumptions and projections that the
Director of National Intelligence considers appropriate; and

“(D) a description of whether, and to what extent, the
total projection for each year exceeds the level that would
result from applying the most recent Office of Management
and Budget inflation estimate to the budget of that element
of the intelligence community.

“(c) SUBMISSION TO CONGRESS.—The Director of National Intel-
ligence, with the concurrence of the Director of the Office of Manage-
ment and Budget, shall submit to the congressional intelligence
committees each Future Year Intelligence Plan or Long-term Budget
Projection required under subsection (a) or (b) for a fiscal year
at the time that the President submits to Congress the budget
fé)rdsuch fiscal year pursuant section 1105 of title 31, United States

ode.

“(d) MAJOR SYSTEM AFFORDABILITY REPORT.—(1) The Director
of National Intelligence, with the concurrence of the Director of
the Office of Management and Budget, shall prepare a report on
the acquisition of a major system funded under the National Intel-
ligence Program before the time that the President submits to
Congress the budget for the first fiscal year in which appropriated
funds are anticipated to be obligated for the development or procure-
ment of such major system.

“(2) The report on such major system shall include an assess-
ment of whether, and to what extent, such acquisition, if developed,
procured, and operated, is projected to cause an increase in the
most recent Future Year Intelligence Plan and Long-term Budget
Projection submitted under section 506G for an element of the
intelligence community.

“(3) The Director of National Intelligence shall update the
report whenever an independent cost estimate must be updated
pursuant to section 506A(a)(4).

“(4) The Director of National Intelligence shall submit each
report required by this subsection at the time that the President
submits to Congress the budget for a fiscal year pursuant to section
1105 of title 31, United States Code.
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“(e) DEFINITIONS.—In this section:

“(1) BUDGET YEAR.—The term ‘budget year’ means the next
fiscal year for which the President is required to submit to
Congress a budget pursuant to section 1105 of title 31, United
States Code.

“(2) INDEPENDENT COST ESTIMATE; MAJOR SYSTEM.—The
terms ‘independent cost estimate’ and ‘major system’ have the
meaning given those terms in section 506A(e).”.

(b) APPLICABILITY DATE.—The first Future Year Intelligence
Plan and Long-term Budget Projection required to be submitted
under subsection (a) and (b) of section 506G of the National Security
Act of 1947, as added by subsection (a), shall be submitted to
the congressional intelligence committees at the time that the Presi-
dent submits to Congress the budget for fiscal year 2012 pursuant
to section 1105 of title 31, United States Code.

(c) CONFORMING AMENDMENTS.—

(1) TABLE OF CONTENTS AMENDMENT.—The table of contents
in the first section of that Act, as amended by section 324
of this Act, is further amended by inserting after the items
relating to section 506F, as added by section 324(b), the fol-
lowing new item:

“Sec. 506G. Future budget projections.”.

(2) REPEAL OF DUPLICATIVE PROVISION.—Section 8104 of
the Department of Defense Appropriations Act, 2010 (50 U.S.C.
415a-3; Public Law 111-118; 123 Stat. 3451) is repealed.

SEC. 326. NATIONAL INTELLIGENCE PROGRAM FUNDED ACQUISI-
TIONS.

Subsection (n) of section 102A of the National Security Act
of 1947 (50 U.S.C. 403-1) is amended by adding at the end the
following new paragraph:

“(4)(A) In addition to the authority referred to in paragraph
(1), the Director of National Intelligence may authorize the head
of an element of the intelligence community to exercise an acquisi-
tion authority referred to in section 3 or 8(a) of the Central Intel-
ligence Agency Act of 1949 (50 U.S.C. 403c and 403j(a)) for an
acquisition by such element that is more than 50 percent funded
under the National Intelligence Program.

“(B) The head of an element of the intelligence community
may not exercise an authority referred to in subparagraph (A)
until—

“(1) the head of such element (without delegation) submits
to the Director of National Intelligence a written request that
includes—

“I) a description of such authority requested to be
exercised;

“(II) an explanation of the need for such authority,
including an explanation of the reasons that other authori-
ties are insufficient; and

“(III) a certification that the mission of such element
would be—

“(aa) impaired if such authority is not exercised;
or

“(bb) significantly and measurably enhanced if
such authority is exercised; and
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“(i1) the Director of National Intelligence issues a written
authorization that includes—

“I) a description of the authority referred to in
subparagraph (A) that is authorized to be exercised; and

“(II) a justification to support the exercise of such
authority.

“C) A request and authorization to exercise an authority
referred to in subparagraph (A) may be made with respect to
an individual acquisition or with respect to a specific class of
acquisitions described in the request and authorization referred
to in subparagraph (B).

“D){) A request from a head of an element of the intelligence
community located within one of the departments described in
clause (ii) to exercise an authority referred to in subparagraph
(A) shall be submitted to the Director of National Intelligence
in accordance with any procedures established by the head of such
department.

“(ii) The departments described in this clause are the Depart-
ment of Defense, the Department of Energy, the Department of
Homeland Security, the Department of Justice, the Department
of State, and the Department of the Treasury.

“(E)3) The head of an element of the intelligence community
may not be authorized to utilize an authority referred to in subpara-
graph (A) for a class of acquisitions for a period of more than
3 years, except that the Director of National Intelligence (without
delegation) may authorize the use of such an authority for not
more than 6 years.

“(ii) Each authorization to utilize an authority referred to in
subparagraph (A) may be extended in accordance with the require-
ments of subparagraph (B) for successive periods of not more than
3 years, except that the Director of National Intelligence (without
delegation) may authorize an extension period of not more than
6 years.

“(F) Subject to clauses (i) and (ii) of subparagraph (E), the
Director of National Intelligence may only delegate the authority
of the Director under subparagraphs (A) through (E) to the Principal
Deputy Director of National Intelligence or a Deputy Director of
National Intelligence.

“(G) The Director of National Intelligence shall submit—

“(i) to the congressional intelligence committees a notifica-
tion of an authorization to exercise an authority referred to
in subparagraph (A) or an extension of such authorization
that includes the written authorization referred to in subpara-
graph (B)(ii); and

“(ii) to the Director of the Office of Management and Budget
a notification of an authorization to exercise an authority
referred to in subparagraph (A) for an acquisition or class
of acquisitions that will exceed $50,000,000 annually.

“(H) Requests and authorizations to exercise an authority
referred to in subparagraph (A) shall remain available within the
Office of the Director of National Intelligence for a period of at
least 6 years following the date of such request or authorization.

“(I) Nothing in this paragraph may be construed to alter or
otherwise limit the authority of the Central Intelligence Agency
to independently exercise an authority under section 3 or 8(a)
of the Central Intelligence Agency Act of 1949 (50 U.S.C. 403c
and 403j(a)).”.
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Subtitle D—Congressional Oversight,
Plans, and Reports

SEC. 331. NOTIFICATION PROCEDURES.

(a) PROCEDURES.—Section 501(c) of the National Security Act
of 1947 (50 U.S.C. 413(c)) is amended by striking “such procedures”
and inserting “such written procedures”.

(b) INTELLIGENCE ACTIVITIES.—Section 502(a)(2) of such Act
(50 U.S.C. 413a(a)(2)) is amended by inserting “(including the legal
basis under which the intelligence activity i1s being or was con-
ducted)” after “concerning intelligence activities”.

(c) COVERT ACTIONS.—Section 503 of such Act (50 U.S.C. 413b)
is amended—

(1) in subsection (b)(2), by inserting “(including the legal
basis under which the covert action is being or was conducted)”
after “concerning covert actions”;

(2) in subsection (¢)—

(A) in paragraph (1), by inserting “in writing” after

“be reported”;

(B) in paragraph (4), by striking “committee. When”
and inserting the following: “committee.

“(5)(A) When”; and

(C) in paragraph (5), as designated by subparagraph
(1) in subparagraph (A), as so designated—

(I) by inserting “, or a notification provided

under subsection (d)(1),” after “access to a finding”;

(IT) by inserting “written” before “statement”;

and
(i) by adding at the end the following new
subparagraph:

“B) Not later than 180 days after a statement of
reasons is submitted in accordance with subparagraph (A)
or this subparagraph, the President shall ensure that—

“(1) all members of the congressional intelligence
committees are provided access to the finding or
notification; or

“(i1) a statement of reasons that it is essential
to continue to limit access to such finding or such
notification to meet extraordinary -circumstances
affecting vital interests of the United States is sub-
mitted to the Members of Congress specified in para-

graph (2).”;

(3) in subsection (d)—

(A) by striking “(d) The President” and inserting “(d)(1)
The President”;

(B) in paragraph (1), as designated by subparagraph
(A), by inserting “in writing” after “notified”; and

(C) by adding at the end the following new paragraph:
“2) In determining whether an activity constitutes a

significant undertaking for purposes of paragraph (1), the Presi-
dent shall consider whether the activity—

“(A) involves significant risk of loss of life;

“(B) requires an expansion of existing authorities,
including authorities relating to research, development, or
operations;
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“(C) results in the expenditure of significant funds
or other resources;

“(D) requires notification under section 504;

“(E) gives rise to a significant risk of disclosing intel-
ligence sources or methods; or

“(F) presents a reasonably foreseeable risk of serious
damage to the diplomatic relations of the United States
if such activity were disclosed without authorization.”; and

(4) by adding at the end the following new subsection:
“(g)(1) In any case where access to a finding reported under

subsection (c) or notification provided under subsection (d)(1) is
not made available to all members of a congressional intelligence
committee in accordance with subsection (c)(2), the President shall
notify all members of such committee that such finding or such
notification has been provided only to the members specified in
subsection (c)(2).

“(2) In any case where access to a finding reported under
subsection (¢) or notification provided under subsection (d)(1) is
not made available to all members of a congressional intelligence
committee in accordance with subsection (c)(2), the President shall
provide to all members of such committee a general description
regarding the finding or notification, as applicable, consistent with
the reasons for not yet fully informing all members of such com-
mittee.

“(3) The President shall maintain—

“(A) a record of the members of Congress to whom a finding
is reported under subsection (c) or notification is provided under
subsection (d)(1) and the date on which each member of Con-
gress receives such finding or notification; and

“(B) each written statement provided under subsection

(e)(5).”.

SEC. 332. CERTIFICATION OF COMPLIANCE WITH OVERSIGHT
REQUIREMENTS.

(a) IN GENERAL.—Title V of the National Security Act of 1947
(50 U.S.C. 413 et seq.), as amended by section 325 of this Act,
is further amended by adding at the end the following new section:

“CERTIFICATION OF COMPLIANCE WITH OVERSIGHT REQUIREMENTS

“SEC. 508. The head of each element of the intelligence commu-
nity shall annually submit to the congressional intelligence commit-
tees—

“(1) a certification that, to the best of the knowledge of
the head of such element—
“(A) the head of such element is in full compliance
with the requirements of this title; and
“(B) any information required to be submitted by the
head of such element under this Act before the date of
the submission of such certification has been properly sub-
mitted; or
“(2) if the head of such element is unable to submit a
certification under paragraph (1), a statement—
“(A) of the reasons the head of such element is unable
to submit such a certification;
“(B) describing any information required to be sub-
mitted by the head of such element under this Act before
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the date of the submission of such statement that has
not been properly submitted; and

“(C) that the head of such element will submit such
information as soon as possible after the submission of
such statement.”.

(b) APPLICABILITY DATE.—The first certification or statement
required to be submitted by the head of each element of the intel-
ligence community under section 508 of the National Security Act
of 1947, as added by subsection (a), shall be submitted not later
than 90 days after the date of the enactment of this Act.

(¢c) TABLE OF CONTENTS AMENDMENT.—The table of contents
in the first section of the National Security Act of 1947, as amended
by section 325 of this Act, is further amended by inserting after
the item related to section 507 the following new item:

“Sec. 508. Certification of compliance with oversight requirements.”.
SEC. 333. REPORT ON DETENTION AND INTERROGATION ACTIVITIES.

(a) REQUIREMENT FOR REPORT.—Not later than December 1,
2010, the Director of National Intelligence, in coordination with
the Attorney General and the Secretary of Defense, shall submit
to the congressional intelligence committees a comprehensive report
containing—

(1) the policies and procedures of the United States Govern-
ment governing participation by an element of the intelligence
community in the interrogation of individuals detained by the
United States who are suspected of international terrorism
with the objective, in whole or in part, of acquiring national
intelligence, including such policies and procedures of each
appropriate element of the intelligence community or inter-
agency body established to carry out interrogations;

(2) the policies and procedures relating to any detention
by the Central Intelligence Agency of such individuals in accord-
ance with Executive Order 13491;

(3) the legal basis for the policies and procedures referred
to in paragraphs (1) and (2);

(4) the training and research to support the policies and
procedures referred to in paragraphs (1) and (2); and

(5) any action that has been taken to implement section
1004 of the Detainee Treatment Act of 2005 (42 U.S.C. 2000dd—
1).

(b) OTHER SUBMISSION OF REPORT.—

(1) CONGRESSIONAL ARMED SERVICES COMMITTEES.—To the
extent that the report required by subsection (a) addresses
an element of the intelligence community within the Depart-
ment of Defense, the Director of National Intelligence, in con-
sultation with the Secretary of Defense, shall submit that por-
tion of the report, and any associated material that is necessary
to make that portion understandable, to the Committee on
Armed Services of the Senate and the Committee on Armed
Services of the House of Representatives. The Director of
National Intelligence may authorize redactions of the report
and any associated materials submitted pursuant to this para-
graph, if such redactions are consistent with the protection
of sensitive intelligence sources and methods.

(2) CONGRESSIONAL JUDICIARY COMMITTEES.—To the extent
that the report required by subsection (a) addresses an element
of the intelligence community within the Department of Justice,
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the Director of National Intelligence, in consultation with the
Attorney General, shall submit that portion of the report, and
any associated material that is necessary to make that portion
understandable, to the Committee on the Judiciary of the
Senate and the Committee on the Judiciary of the House of
Representatives. The Director of National Intelligence may
authorize redactions of the report and any associated materials
submitted pursuant to this paragraph, if such redactions are
consistent with the protection of sensitive intelligence sources
and methods.

(c) FORM OF SUBMISSIONS.—Any submission required under

this section may be submitted in classified form.

SEC. 334. SUMMARY OF INTELLIGENCE RELATING TO TERRORIST
RECIDIVISM OF DETAINEES HELD AT UNITED STATES
NAVAL STATION, GUANTANAMO BAY, CUBA.

Not later than 60 days after the date of the enactment of
this Act, the Director of National Intelligence, in consultation with
the Director of the Central Intelligence Agency and the Director
of the Defense Intelligence Agency, shall make publicly available
an unclassified summary of—

(1) intelligence relating to recidivism of detainees currently
or formerly held at the Naval Detention Facility at Guantanamo
Bay, Cuba, by the Department of Defense; and

(2) an assessment of the likelihood that such detainees
will engage in terrorism or communicate with persons in ter-
rorist organizations.

SEC. 335. REPORT AND STRATEGIC PLAN ON BIOLOGICAL WEAPONS.

(a) REQUIREMENT FOR REPORT.—Not later than 180 days after
the date of the enactment of this Act, the Director of National
Intelligence shall submit to the congressional intelligence commit-
tees a report on—

(1) the intelligence collection efforts of the United States
dedicated to assessing the threat from biological weapons from
state, nonstate, or rogue actors, either foreign or domestic;
and

(2) efforts to protect the biodefense knowledge and infra-
structure of the United States.

(b) CONTENT.—The report required by subsection (a) shall
include—

(1) an assessment of the intelligence collection efforts of
the United States dedicated to detecting the development or
use of biological weapons by state, nonstate, or rogue actors,
either foreign or domestic;

(2) information on fiscal, human, technical, open-source,
and other intelligence collection resources of the United States
dedicated for use to detect or protect against the threat of
biological weapons;

(3) an assessment of any problems that may reduce the
overall effectiveness of United States intelligence collection and
analysis to identify and protect biological weapons targets,
including—

(A) intelligence collection gaps or inefficiencies;

(B) inadequate information sharing practices; or

(C) inadequate cooperation among departments or
agencies of the United States;
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(4) a strategic plan prepared by the Director of National
Intelligence, in coordination with the Attorney General, the
Secretary of Defense, and the Secretary of Homeland Security,
that provides for actions for the appropriate elements of the
intelligence community to close important intelligence gaps
related to biological weapons;

(5) a description of appropriate goals, schedules, milestones,
or metrics to measure the long-term effectiveness of actions
implemented to carry out the plan described in paragraph
(4); and

(6) any long-term resource and human capital issues related
to the collection of intelligence regarding biological weapons,
including any recommendations to address shortfalls of experi-
enced and qualified staff possessing relevant scientific, lan-
guage, and technical skills.

(c) IMPLEMENTATION OF STRATEGIC PLAN.—Not later than 30
days after the date on which the Director of National Intelligence
submits the report required by subsection (a), the Director shall
begin implementation of the strategic plan referred to in subsection

(b)(4).
SEC. 336. CYBERSECURITY OVERSIGHT.

(a) NOTIFICATION OF CYBERSECURITY PROGRAMS.—
(1) REQUIREMENT FOR NOTIFICATION.—

(A) EXISTING PROGRAMS.—Not later than 30 days after
the date of the enactment of this Act, the President shall
submit to Congress a notification for each cybersecurity
program in operation on such date that includes the docu-
mentation referred to in subparagraphs (A) through (F)
of paragraph (2).

(B) NEW PROGRAMS.—Not later than 30 days after the
date of the commencement of operations of a new cybersecu-
rity program, the President shall submit to Congress a
notification of such commencement that includes the docu-
mentation referred to in subparagraphs (A) through (F)
of paragraph (2).

(2) DOCUMENTATION.—A notification required by paragraph
(1) for a cybersecurity program shall include—

(A) the legal basis for the cybersecurity program;

(B) the certification, if any, made pursuant to section
2511(2)(a)1i1)(B) of title 18, United States Code, or other
statutory certification of legality for the cybersecurity pro-
gram,

(C) the concept for the operation of the cybersecurity
program that is approved by the head of the appropriate
department or agency of the United States;

(D) the assessment, if any, of the privacy impact of
the cybersecurity program prepared by the privacy or civil
liberties protection officer or comparable officer of such
department or agency;

(E) the plan, if any, for independent audit or review
of the cybersecurity program to be carried out by the head
of such department or agency, in conjunction with the
appropriate inspector general; and

(F) recommendations, if any, for legislation to improve
the capabilities of the United States Government to protect
the cybersecurity of the United States.
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(b) PROGRAM REPORTS.—

(1) REQUIREMENT FOR REPORTS.—The head of a department
or agency of the United States with responsibility for a cyberse-
curity program for which a notification was submitted under
subsection (a), in consultation with the inspector general for
that department or agency, shall submit to Congress and the
President a report on such cybersecurity program that
includes—

(A) the results of any audit or review of the cybersecu-
rity program carried out under the plan referred to in
subsection (a)(2)(E), if any; and

(B) an assessment of whether the implementation of
the cybersecurity program—

(i) is in compliance with—
(I) the legal basis referred to in subsection
(a)(2)(A); and
(II) an assessment referred to in subsection
(a)(2)(D), if any;
(i1) is adequately described by the concept of oper-
ation referred to in subsection (a)(2)(C); and
(iii) includes an adequate independent audit or
review system and whether improvements to such inde-
pendent audit or review system are necessary.

(2) SCHEDULE FOR SUBMISSION OF REPORTS.—

(A) EXISTING PROGRAMS.—Not later than 180 days after
the date of the enactment of this Act, and annually there-
after, the head of a department or agency of the United
States with responsibility for a cybersecurity program for
which a notification is required to be submitted under
subsection (a)(1)(A) shall submit a report required under
paragraph (1).

(B) NEwW PROGRAMS.—Not later than 120 days after
the date on which a certification is submitted under sub-
section (a)(1)(B), and annually thereafter, the head of a
department or agency of the United States with responsi-
bility for the cybersecurity program for which such certifi-
cation is submitted shall submit a report required under
paragraph (1).

(3) COOPERATION AND COORDINATION.—

(A) COOPERATION.—The head of each department or
agency of the United States required to submit a report
under paragraph (1) for a particular cybersecurity program,
and the inspector general of each such department or
agency, shall, to the extent practicable, work in conjunction
with any other such head or inspector general required
to submit such a report for such cybersecurity program.

(B) COORDINATION.—The heads of all of the depart-
ments and agencies of the United States required to submit
a report under paragraph (1) for a particular cybersecurity
program shall designate one such head to coordinate the
conduct of the reports on such program.

(c) INFORMATION SHARING REPORT.—Not later than one year
after the date of the enactment of this Act, the Inspector General
of the Department of Homeland Security and the Inspector General
of the Intelligence Community shall jointly submit to Congress
and the President a report on the status of the sharing of cyber-
threat information, including—
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(1) a description of how cyber-threat intelligence informa-
tion, including classified information, is shared among the agen-
cies and departments of the United States and with persons
responsible for critical infrastructure;

(2) a description of the mechanisms by which classified
cyber-threat information is distributed;

(3) an assessment of the effectiveness of cyber-threat
information sharing and distribution; and

(4) any other matters identified by either Inspector General
that would help to fully inform Congress or the President
regarding the effectiveness and legality of cybersecurity pro-
grams.

(d) PERSONNEL DETAILS.—

(1) AUTHORITY TO DETAIL.—Notwithstanding any other
provision of law, the head of an element of the intelligence
community that is funded through the National Intelligence
Program may detail an officer or employee of such element
to the National Cyber Investigative Joint Task Force or to
the Department of Homeland Security to assist the Task Force
or the Department with cybersecurity, as jointly agreed by
the head of such element and the Task Force or the Depart-
ment.

(2) BASIS FOR DETAIL.—A personnel detail made under
paragraph (1) may be made—

A) for a period of not more than three years; and
(B) on a reimbursable or nonreimbursable basis.

(e) ADDITIONAL PLAN.—Not later than 180 days after the date
of the enactment of this Act, the Director of National Intelligence
shall submit to Congress a plan for recruiting, retaining, and
training a highly-qualified cybersecurity intelligence community
workforce to secure the networks of the intelligence community.
Such plan shall include—

(1) an assessment of the capabilities of the current
workforce;

(2) an examination of issues of recruiting, retention, and
the professional development of such workforce, including the
possibility of providing retention bonuses or other forms of
compensation,;

(3) an asse